7————.

%FPAH

CUCTEMA-

CYHETYHUKMU

ANEKTPUYECKOW 3HEPTUU NEPEMEHHOIO TOKA CTATUYECKUE

«paH-3dnektpo CC-301»

PYKOBOOCTBO MO MOAYIO PACWHNPEHUA « WIFI»

CWN®I1 60.00.000 N5

(Bepcus 06.06.2018)

@

MMHCK 2018

© 6

- ——ee



Ors1aBJ/iIeHUue

BBEICHME. ........oeeeiiieieeee ettt e e ettt e e e e et et e e e e e e et e et — e e e e et e e ar b e e eaaeteerraaaaaaae 3
1  ONUCAHMNE PEKUMOB PABOTDBI........cuuviiieieeiiiiiiiieiieeeeeiiseteeeeeeessssstataeeeaaeessaatsraereaeeessaasnrrnereeeees 4
2 TTaPAMETPBI MOLYIIS .....iiiiiiiieie e ettt ee e e e e e s e ttteeeeaeeeesasbeteeeeaeesaaassbeeeeaaeeesaanssbeeeeaaeeesaansntaneeaeaeenn 8
G T 0o Tom o3 o TN Y T 1 Y T USSR 11
MpunoxeHune A. TepMUHONOMUA CETEM TCP/IP ... 13
MpunoxeHue B. MpuMepbl HACTPOWMKU MapLUPYTU3aTOPOB AN NepeHanpaBnieHWs NopTa ..... 15
LIS BAMEOTOK ...t e e ann 17



BBEOEHUE

B TpexdasHbin anektpocyeTumk CC-301 ¢ Bepcuent MO oT 3.64 moxeT ObiTb yCTaHOBMEH
AononHuTenbHbln Mogynb pacwunperns «WIFI». OH no3BonseT onpawmBaTb 3TOT CHETUYUK UMK
ApYyrne cYeTYMKK, NOAKITHYEHHbIE K OCHOBHOMY MHTepdency RS485, no natn TCP-coeanHeHnam
yepes nHtepdenc Wi-Fi (npotokonbl 802.11 b/g/n ¢ yacToTHEIM gnanaszoHom 2.4-2.5 ITu). Bece
TCP-coeavHeHVs umetoT obLine HaCTPOMKN U HE3aBUCUMBbIV NAPOMbHbLIN AOCTYMN K CHETYMKY C MO-
aynem «WIFI».

Mogynb «WIFI» moxeT cosgatb cobCTBEHHYO Touky goctyna Wi-Fi n/vnm nogkniounteca K
BHeLWHen Touke goctyna Wi-Fi ¢ pasgenbHbIMW HAacTponkamy napameTpoB 6eCnpoBOAHbIX CETEN.
B HeKkoTOpbIX BapuaHTax UCMOfb30BaHNSA MOAYNS MOXET NOHagaobuTbCa cneuunanbHas HacTponka
MapLupyTM3aTopa BHeLlHen Toukn goctyna Wi-Fi.

[Ong KoppeKkTHOW paboTbl cyeTyuka ¢ moaynem pacwmpeHusa «WIFl» ero nogkntyeHue u
napameTpbl Ans KoHdUrypaumm HeobxoanMmo corfiacosaTtb ¢ agMuHucTpatopom cetn Wi-Fi.

UteHne cudeTumkoB 4epes wmoaynb «WIFI» BO3MOXHO npu ucnonb3oBaHun TCP-
COeUHEHNA Ha KOMMbIOTepax ¢ onepaumoHHon cuctemon Windows npy nomoLim nporpaMmmebl
WMU.EXE, a Takke Ha COBPEMEHHbIX CMapT(OHax UM nraHweTax ¢ onepaunmoHHON CUCTEMOW
Android npu nomowin nporpammbl WmuGSS. [Ons paboTbl ¢ 6ecnpoBOAHLIMU CETSIMU Ha 3TUX
yCTpoONCTBax notpebyetca Hanuume koHTponnepa Wi-Fi ¢ KOPPEKTHO yCTaHOBMEHHbIMU ApanBe-
pamu. MNMoaknoyeHne K Hy>xHOM 6ecnpoBOAHOM CETUM AOMKHO NMPOM3BOAUTLCA CPeACcTBaMM Camou
ornepaunoHHOW CUCTEMBI.

CoeguHeHWe C HYXHbIM cYeTYMKOM B BecnpoBodHON ceTn npoussoautcs no IP-agpecy u
nopty TCP-cepBepa. BmecTo IP-agpeca BO3MOXHO UCMNOMNb30BaHME UMEHU MOAYMS, yKadaHHOro B
HacTpoKkax cyeTyuka ¢ moayrnem «WIFI».

C napametpamu no ymonyaHuto mogynb «WIFl» co3gaet cobCTBEHHY TOYKYy AOCTyna C
naeHTMdmKkaTopoMm CeTu, CcoBMnajarumMm C 3aBOACKMM HOMEPOM CYeTYMKa, M naponem
«00000000» (Bocemb Hynewn), a Takke 3anyckaet TCP-cepsep Ha nopte 10001 ¢ BKnOYEHHOM
MapLupyTM3aumen Ha OCHOBHOM UHTepdenc RS485 n BO3MOXHOCTLIO OBpalleHnss K Mogynio no
UMeHN (3aBOACKOMY HOMEPY).

B lNpunoxeHnn A npuBedeHO OMuMCaHWE HEKOTOPbIX TEPMMHOB BbIMUCIUTENbBHbLIX CEeTeNn
TCP/IP.



1 OMUCAHUE PEXXUMOB PABOTbI

11 CueTtuuk ¢ mogynem «WIFI» cosgaet cobcTBeHHyo Touky goctyna (PucyHok 1.1). K
3TON TOYKe OOCTyna NOAKMYalTCA MoNb3oBaTenu Ans CYATbIBAHWS MOKa3aHUA U ynpasrieHns

cyeT4YnKammn.
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PucyHok 1.1. CobetBeHHast Touka goctyna Wi-Fi

[ns ncnonb3oBaHWA OaHHOIO peXMma OOCTaTOYHO HAaCTPOUTb:
e B cyeTymke ¢ mogysiem «WIFI»:
o unaeHTMdUKaTOp co3gaBaeMon 6ecnpoBOaHON CETH;
o Maponb 3TOW CeTw;
o |P-agpec cyeTymnka B 9TON CETU;
o Homep nopta gna TCP-cepsepa,;
e B KOMMbHOTEPAX, NOAKMOYAEMbIX Yepes co3aaHHyto ceTb Wi-Fi:

O WnaeHTMdUKaTOp CO34aHHOM CHETYMKOM BECNPOBOAHOM CETH;
o naponb 3TOW CeTw;

o |IP-agpec cyeTymnka B 9TON CETU;

o HOMep nopTa AN CoOegMHEHUSI CO CHETUYUKOM.

1.2 Cuetunk ¢ mogynem «WIFI» nogkniovaeTcs K BHelWHen Todke goctyna (PucyHOK
1.2). K aTon TOuYKe AOCTyna MOAKIYATCS NoNb3oBaTenu Ang CHYMTbIBAHUSA NOKa3aHWM U ynpas-

JIeHNA CHETHYHNKaMn.
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PucyHok 1.2. BHewHsasa Toyka goctyna Wi-Fi

[ns ncnonb3oBaHUsA JAHHOMO pexnumMa 4oCTaTOYHO HaCcTpoUTb:
e B cyetyuke ¢c mogynem «WIFI»:
O WnaeHTMduKaTop CyLLECTBYIOLEN BHELLHEN BeCnpoBOAHON CeTH;
o Naponb 3TOW CeTw;
o IP-agpec cyeTymka B 3TON CETH;
o Howmep nopta anda TCP-cepsepa;

Hoyrhbyk

Monczopatens

Moncaoeatens



e B KOMMbIOTEPAX, MOAKIOYAEMbIX Yepes BHELLHOW ceTb Wi-Fi:
O UMAEeHTMdUKATOP CyLLECTBYIOLLEN BHELUHEN 6GecnpoBO4HON ceTu (TOWM e, K KOTOPOW
NOAKMYaeTCa CHETUMK C MOAyNem);
naporsb 3TON CETH;
IP-agpec cyeTymka B 3TON ceTy;
HOoMep nopTa ANnd CoeAUHEHMNS CO CHETYMKOM.

1.3 Cuetunk ¢ mogynem «WIFI» co3gaeT cOBCTBEHHYIO TOYKY AOCTyna, a Takke nog-
KnioyaeTcs K BHewHen Todke goctyna (PucyHok 1.3). K aTMM Todkam gocTyna NoAkmno4varTcs
nonb3oBaTenu Ars CYUTbIBAHWUS NOKa3aHUN U ynpaBfeHnst cHeTYMKaMu.
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PucyHok 1.3. CobctBeHHas 1 BHelwHAA Todka goctyna Wi-Fi

[ns ncnonb3oBaHUsA JaHHOMO pexumMa 40CTaTOYHO HaCTpoOUTb:

e B cyeTumke c moaynem «WIFI»:
naeHTudurkaTop cosgaBsaemon 6ecnpoBogHON CeTH;
naposib 3ToM co3gaBaemoln 6ecnpoBOAHON CETH;

IP-agpec cyeT4ymka B 3TOM co3gaBaemon 6ecnpoBOAHON CeTy;
naeHTndmKaTop CyLecTByowen BHelHe 6ecnpoBOAHON CeTy;

naposib 3TOM CyLleCcTBYIOLLEN BHELLHeNn 6GecnpoBOgHON CETY;

IP-agpec cyeTumnKa B 3TOM CyLLECTBYIOLLIEN BHELLHEN GECNPOBOAHOM CETY;
Homep nopTta ana TCP-cepBepa;

KOMNbIOTEPaXx, NoAKNIYaeMbIX Yepes co3fgaHHy ceTb Wi-Fi:
naeHTMdmkaTop Co34aHHOM CHETYMKOM DECnpoBOAHOM CETY;
naporsb 3TON CETH;

IP-agpec cueTumnka B 3TON CETY;
HOMep nopTa AN COeAMHEHMNS CO CHETHYMKOM;

KOMNblOTEpPaXx, NOAKNHYaeMbIX Yepes BHELLHIOW ceTb Wi-Fi:
naeHTnmKaTop CyLLecTBYOLEN BHELLHEN 6ecnpoBOAHON CETU (TOW Xe, K KOTOPON
NOOKIHYAETCA CYETUMK C MOGYNEM);
naporsb 3TON CETH;

IP-agpec cyeTumnka B 3TON CETY;
HOMep nopTa AN COeAMHEHMNSI CO CHETHYMKOM.

[}
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Cuyetunk ¢ moaynem «WIFl» cosgaeT cobCTBEHHYO TOYKY OOCTyna, a Takke noa-

KnroYaeTcst K BHEWHen Touyke gocTtyna (PucyHok 1.4). K 3TMm Toukam [OCTyna MoaknyarTcs
nonb3oBaTenu AnNs CYUTbIBAHUSI MOKa3aHWI 1 yNpaBneHus cyeTunkamu. K BHeLLHel Touke gocTtyna
NOAKMN0YaTCA NoNb3oBaTeNy No ctatuieckomy IP-agpecy 3 cetm MHTepHeT.
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PucyHok 1.4. CobcTBeHHas 1 BHelHss Todka goctyna Wi-Fi ¢ goctynom ns UHTepHeT

[ns ncnonb3oBaHUsA JaHHOMO pexumMa 40CTaTOYHO HaCcTpoUTb:
e B cyeTumke c moaynem «WIFI»:

O 0O 0O O W O O O O O O

naeHTudurkaTop codgasaemon 6ecnpoBogHONM CeTH;

naposib 3ToM co3gaBaemon 6ecnpoBOAHON CETH;

IP-agpec cyeT4ymka B 3TOM co3gaBaemon 6ecnpoBOAHON CeTy;
naeHTndmKaTop CyLecTBytowen BHelHe 6ecnpoBOAHOM CETH;

naposib 3TOM CyLLEeCTBYIOLLEN BHELIHeNn 6GecnpoBogHON CETY;

IP-agpec cyeTumKka B 3TOM CyLLECTBYOLWEN BHELIHEN 6ecnpoBOAHOM CEeTH;
Homep nopta ans TCP-cepeepa;

KOMNbIOTEPaXx, NoAKNIYaeMbIX Yepes co3fgaHHy ceTb Wi-Fi:

naeHTMdmkaTop Co34aHHOM CHETYMKOM BEeCnpoBOAHOM CETH;
naporsb 3TON CETH;

IP-agpec cueTymnka B 3TON CETY;

HOMep nopTa AN COeAMHEHMNSI CO CHETHYMKOM;



e B KOMMbIOTEPAX, MOAKMIOYAEMbIX Yepes BHELUHW ceTb Wi-Fi:

O MAEeHTMdUKATOP CYLLECTBYIOLLEN BHELIHEN 6GecnpoBO4HON ceTu (TOWM e, K KOTOPON
NOAKMYaeTCa CHETUMK C MOAyNem);

o naponb 3TOW CeTw;

o |IP-agpec cyeTymnka B aTON CETH;

o HOMep nopTa AN CoOeQUHEHUS1 CO CHETUYUKOM,

e B KOMMblOTEpax, Nogkno4aeMblx Yepes ceTb IHTepHeT:

O BHeLWHWK cTaTndecku IP-agpec, 3aperMcTpupoBaHHbIn npoBangepoMm NHTepHeTa
Ans mapLupyTtmusatopa ¢ Toukon goctyna Wi-Fi (Ton xe, K KOTOPOW NOLKIYaeTcs
CYETYUK C MoayneMm);

o HOMep nopTa Ansd CoeanHEHUs CO CHETYMKOM Yepes ceTb VIHTepHeT.

Mpn nogknioveHnn vyepes cetb MHTepHET Heobxoauma crneunanbHas HacTpPonKa mMapLlpy-
TM3aTopa ANS NpeaocTaBreHns OOCTyna K CHETYMKY M3 VIHTepHeTa — nepeHanpaBneHne nopra c
BHeLLHero cratudeckoro IP-agpeca Ha nopT cyeTymnka ¢ IP-agpecom B 6ecnpoBogHon cetu (T.H.
Port Forwarding, npobpoc nopTta, nepeagpecauust noprta). HacTtporika npousBoguTCcs COrnacHo
PYyKOBOACTBY MO 3KCMfyaTaumy KOHKPETHOro MapLupytusaTtopa (NpuMepbl HACTPOMKN HEKOTOPbIX
MapLUpyTM3aTopoB npueedeHsl B [NpunoxexHun b).



2 NMAPAMETPbI MOAYNA

Hactponka mogyna «WIFI» ocywectensetcsa npu nomowin nporpammel WMU.EXE yepes
MeHto «CepBucy»—«KoHdurypauusa moayns pacumpenus» (PucyHok 2.1).

Kondmrypaumna moayna pacimpe HHA g]
Kon: Tun (I0]: YeTaHosneH Monye: CocToORHME
BrewHAa Touka gocTyna Wi-Fi CoficTeeHHas Toyka goctyna 'wi-Fi
MogrnouvTecA Cozgate [] Crperan Touka
MaEgHTHPHKETOR GECNPOBAGHON CETH: MaEHTHPHK ATOP SECMPOBOAHON CETH,
shrumen 16151520 MNepesanyck mMogyna
Maponk: Maponk:

[ Nokazare Teker napones

MaC-anpec Touku gocTyna: T MM WHPPOEHUA; KaHan:

00:00: 00: 00:00:00 WRA WPAZ_PSK » g

() NonyuuTe IP-a0pec aETOMATHYECKM (%) ABTOMATHYECKME HacTpoiky DHCP
%) McnonesosaTe crenyowmii |P-aipec: (%) Menonesosate caeayowmi IP-agpec: | () PysHele HacTpoiku DHCP:
|P-anpec: 192.168.3.222 |P-anpec: 192168.4.1

tacka: nooo Macka: 255.255.250.0

W ez 0.0.00 W ks 152.168.4.1

TCP-cepeep T afirayTeL
Pesoura TCP-cepeepa Mopr: | 10001 T aiiraayT aToyTcTEMA ofena, o | B0
M apLPYTHEALMA Ha BCHOBHOE WHTEpheric Talirayt nepezanycka mogyna, ;| 1100
[ McnonesosaH e MveHd Monyna; 16151520 TaliMayT noETopa nogkmodeHua, o | 30

Mposvrare Janucate Sarpere

PucyHok 2.1. OkHo HacTponkn moayns «WIFI»

Mpn nomowm kHomnok «[Mpountatb» M «3anucaTb» MOXHO 3anpoCUTb U YCTaAHOBUTb
HacTpovikn moayns. B BepxHeln yacTu okHa oTobpaxatroTcsa KOA4 U TUM 3anporpaMMmpoOBaHHOrO Mo-
Ayns, a Takke KoA pearibHO YyCTaHOBEHHOro Moayns (PUcyHok 2.2).

Koo Tun (ID): YeraHosneH monyne:

PucyHok 2.2. Kog 1 TMn Moayns paclumpeHms

B HacTponkax moayns MAC-agpec 3agaeTtcsa 6 Yicnamu B LUeCTHagLuaTepuyHoMm Buae, a
IP-agpec, Macka NoaceTv U agpec Wwio3a 3agatTcsa 4 yucnamm B gecsatuyHoMm Buge. Ecnn yka-
3aTb NYCTOE WUINU HyNEBOE 3HaYeHue, TO MoAyrb YCTAHOBUT 3HAYEHUE MO YMOMYaHUIO, y3HaTb KO-
TOPOE MOXHO B PEXMME OTNaaKu Mo HaXxaTuo KHOMKK « CoCTosHME .

BrewHaa Touka goctyna 'wi-Fi

[Moak mowTsca

HaeHmigurk aTop GecnpoBoaHoN CETH:
shrumen

Maponk:

MAC-anpec Toukw aocTyna:
00:00:00:00:00:00

(O Nonysrts |P-aapec aETOMATMYECKM

() McnonesoeaTe creqywow i IP-aopec:

|P-anpec: 192.168.3.222
Macka: 0.0.00
W o 0.0.00

PucyHok 2.3. HacTtpowku BHelwwHen Todkn goctyna Wi-Fi



B none «BHewHaa Touka goctyna Wi-Fi» yctaHaBnmnBaroTca HacTponkn (PucyHok 2.3):

dnar «MNogkniounTbCca» ANA paspelueHns/3anpeLleHmsa NOAKITHYEHUS MOQYNS K BHELU-

Hen To4yke A4ocTyna;

«MpeHTudunkatop 6ecnpoBogHON CETU» — UMSA BHELLHEN 6ecnpoBOAHOM CETY;

«lMaponb» — naponb JoCTyna K BHeWHen GecrnpoBogHOW ceTu (OSIMHOM He MeHee 8

CUMBOSOB);

«MAC-agpec TOYKM OOCTyna» — YHUKanbHbIA OU3MYECKMA agpec MaplupyTtusatopa

6ecnpoBoaHon cetn Wi-Fi (ncnonb3dyeTca Ansa Bbibopa HY)XHOro mMapLupyTtu3aTopa npwm

COBMaAeHUN NOEHTUMPUNKATOPOB CETEN);

dnar «lNonyunTs IP-agpec aBTomaTudeckn» ansa nonydeHuns IP-agpeca, macku nogce-

TV W agpeca wWn3a Ans MoAyNnsa OT MapLipyTusatopa BHellHel 6ecnpoBOAHOM CeTw;

dnar «Mcnonb3oBaTb cnegyowmin IP-agpec» ons npUMeHeHuss MoAyremMm yKasaHHbIX

HaCTpOeK:

o «IP-agpec» — IP-agpec cdeTynka BO BHelHe 6ecnpoBOAHON CEeTH;

o «Macka» — macka nogceTu BO BHeLLHen 6ecnpoBogHOM ceTu;

o «UWnto3» — agpec wn3a BoO BHelwwHen 6ecnpoBogHon ceTn (0OblMHO 3TO agpec
MapLupyTmsaTtopa).

CofcTEeHHaA Touka 4ocTyna Wi-Fi

Cospate [ Crpemran Touka

HaeHTHPHE aTop BeCcNpoBoaHON CETH:

Maponk:

[ Nok.asare Teket napone
THN WHPPOEIHAA: K.aHan:
WRA_WPAZ PSK v g

() ABTOMaTHYECKME HacTpoikH DHCP

() Mcnonssoeate creayowmi IP-aapec: | (O Pyytele HacTpoikk DHCP:
IP-agpec: 192.168.4.1

Macka: 205.255.255.0
LW oz 192.168.41

PucyHok 2.4. HacTtpownkn cobcTBeHHOM Tovkn goctyna Wi-Fi

B none «CobcTBeHHas Touka goctyna Wi-Fi» ycTaHaBnmBatoTca HacTporiku (PucyHok 2.4):

dnar «Cosgatby» Ansl paspelleHns/3anpeLleHms co3gaHnss COOGCTBEHHON TOYKM OOCTY-
na;

dnar «CkpbiTaa Todka» Ansa 3awmTbl CO6CTBEHHOW 6ecnpOoBOAHOM CETM MyTEM OTKIHO-
YeHnsa BeLLaHus B ahmpe nmeHn cetn (ansa NnoakniYeHns KoMnbloTepa K Takon ceTn ee
NMS HY>XHO ByaeT BBOOUTb BPYYHYHO);

«MpeHTudunkatop OecnpoBoaHOM ceTu» — UMSA co3aaBaemMon cobcTBeHHowm Gecnpo-
BOOHOW ceTy;

«lMaponb» — naponke gocTtyna Kk cobcTBeHHOM 6ecnpoBogHON ceTn (4NIMHON He MeHee 8
CVMMBOJIOB);

«Twvn wndppoBaHma» — BbIbOp BapuaHTa 3awmTbl Toukn goctyna: «OPEN» (oTkpbiTas
TO4YKa AgocTyna, 6e3 3awnTbl — HE pekomeHayeTcsa Ansa ucnonb3osaHus), «\WPA_PSKy,
«WPA2_PSK», «WPA_WPA2_PSK» (koMnbtoTep, nogknovaeMbin K COGCTBEHHOW TOY-
Ke 4ocTyna, AoMmKeH ymeTb paboTaTtb C BbiOpaHHbIM BapnaHTOM 3awwmTtbl cetn Wi-Fi);
«KaHan» — HoMep kaHana gnga cobctBeHHon 6ecnposogHon cetn oT 1 go 13 (peko-
MeHAayeTcs BblbvpaTb CBOGOAHBIN NN MeHee 3arpy>KeHHbln kaHan Wi-Fi);

dnar «Mcnonb3oBaTb cnegywowmn IP-agpec» onst npUMeEHeHUst MOAyNeM yKasaHHbIX
HaCTpOeK:

o «IP-agpec» — IP-agpec c4yeTynka B cobcTBEHHOM BECNPOBOAHON CETH;

9



o «Macka» — macka nogcetu B CO6CTBEHHON 6eCnpoBOLHOM CETY;

o «UWnto3» — agpec wnto3a B cobctBeHHON 6ecnpoBogHon ceTn (06bIYHO coBNagaeT ¢
IP-agpecom);

dnar «ABTomaTnyeckne Hactponkn DHCP» Oona ycTaHOBKM y MOAKIOYAeMbIX K CO6-

CTBEHHOW TOYKe JOCTyna KoMnbioTepoB IP-agpecos, BbiGMpaemMbix caMuM Moayrnem;

dnar «Py4yHble HacTponkn DHCP» gns ycTaHOBKM Yy MOAKMNIOYaeMbIX K COBCTBEHHON

TOYKe JOCTyna KOMMbloTepoB |IP-aapecos M3 yka3zaHHOro AuManasoHa:

o «HavanbHbIn IP-agpecy;

o «KoHeuHbIn IP-agpecy.

TCP-cepeep
Pesura TCP-cepeepa Mopr: | 10001
M SPWPYTHEAUHA HE DCHOEHOH MHTERPES

[ Mcnonesoeanme MMeHu Moguns; 16151520

PucyHok 2.5. Hactpownkn TCP-cepBepa

B none «TCP-cepBep» ycTaHaBnmBarTcsl HacTponkn (PucyHok 2.5):

dnar «Pexum TCP-cepBepa» Ang paspelueHus/3anpeLleHnsa NoaKMoYeHnin K cHeTum-
Ky;

«Mopt» — Homep TCP-nopTta oT 1 0o 65535 (no ymonyaxuio — 10001);

donar «MapupyTmsaumns Ha OCHOBHOW MHTepPdENC» ANA BO3MOXHOCTM TpaHCcnsumm na-
KETOB BXOASLLMX COEAMHEHUIA Ha OCHOBHOM MHTepdenc cyetynmka RS485 n obpartHo
(ons NnakeToB C CETEBbLIMM agpecamu UM 3aBOACKMMU HOMepamu, He COBMNagaroLLnMm
C NapameTpamMu cHETYUKA);

none Beoda u dnar «Mcnonb3oBaHne NMEHN MOAYNS» ANS paspeLleHus/3anpeLleHns
BO3MOXXHOCTW MOAKMOYEHNS K CHETUYUKY He TONbKO no IP-agpecy, HO U No ykasaHHOMY
MMEHM (QONyCTUMbIE CUMBONMbI: UMAPLI, 3HAKM NPEnnHaHnA, NaTUHCKME CUMBOIbI B
BEPXHEM perucTpe).

Mpn yTeHUn n 3anncu HacTpoek B cHeTynk oba nons «lMaponb» aBTOMaTU4eCcKn oYULLLAKT-
Cs ANga NpegoTBpalleHnsa Kpaxu naponen. Kpome Toro, ecrnv 3Tm nons nycTble U Npon3BOANTCA
3anncb HaACTPOEK B CYETYMK, TO COOTBETCTBYIOLLME NAPONN B NAMATU CHETYMKA HE U3MEHSIOTCS.
Takum obpasom, HET HEOBXOANMOCTM BBOAUTL 3TM Naponu 3aHoBo. [Npu nomowm dnaxka «lMoka-
3aTb TEKCT naponen» MOXHO Mnepekroyatb oTobpaxeHue naponen npu Mx BBOAE B OTKPLITOM
(CMMBOMNBHOM) MK B CKPbITOM BUAE (3BE3404Kamu).

TakirayTet
T afirayT OTCNTCTEMA 0fMEeHa, C 21}
T afiMayT nepesanycka Moayna, o | 1100

T akiMayT NOETOpa Noak.AHeHua, ¢ |30

PucyHok 2.6. Hactpownku TanmayToB

B none «TanmayTbl» yCTaHaBNUBaOTCA HEKOTOPbIE BpeMeHHble nepuobl (PucyHok 2.6):

«TanmayT otcyTcTBUS OBMEeHa» — 3afepxka A0 oTknYeHns TCP-coegnHeHus npu oT-
cytcTBum obmeHa (He meHee 10 c¢; 0 — He OTKMYaTh);

«TanmayT nepesanycka Moayns» — TanmayT nepesanycka mMogynsi npu OTCyTCTBUMU
KOoppekTHoro obmeHa nMHopmMaunoHHbiMM naketamn (He meHee 10 c; 0 — He nepesa-
nyckaTtb);

«TarmMayT noBTOpa MOAKMYEHUSI» — 3adepKKka Mexay MOBTOPHbIMM MOMbITKAMKU NOA-
KrNoYeHUs K BHeLWHe 6ecrnpoBogHOM ceTu Npu cOosxX TOYKM AoCTyna.
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3 COCTOSAHUE MOAOYINA

Mo coctosHuto ceetogmopa «WIFI» Ha kopnyce cyeTymka MOXHO NpubnuantTenbHO oue-
HUTb paboTocnocobHocTb moaynd (Tabnvua 3.1).

Tabnuuya 3.1. CoctosiHue ceetoauoaa «WIFI»

CocTtosiHne cBeTognona

CocrosiHme moayns

MNoraweH

He pabotaet / nepesanyck mogyns

Moput, mepuaHue 40mc pas B 4C

[[loTOBHOCTL MOAYNS

(NOAKIIOYEHO K BHELLHEWN TOYKe 40CTyna)

"oput, mepuaHue 200mc pas B 4¢

[[loTOBHOCTL MOAYNSA

(cosnaHa cobcTBEHHas ToYka JoCTyna)

[NocToAHHOE MUraHue

Mpuem/nepenaya gaHHbIX

Mpy nomoLwm kHonkm «CocTtosiHne» B OkHe «KoHdurypaumsa mogyns pacluMpeHnsi» MOXHO
3anycTuTb pexum otnagkm pabotel mogyna «WIFl» ¢ TpaccupoBkon coctosiHui (PucyHok 3.1).
Ecnn nogsectn Kypcop MbILLKX Ha kakoe-nnbo LuBeTHOe nore, TO MOXHO YBUAETb BCMfblBaloLLee
TEKCTOBOE OnuncaHne COOTBETCTBYIOLLEro COCTOAHMS.

Kongurypauya mMoayna paciiHpe HHA

Koa: Tun (ID):
BiHEWHAA ToukE gocTyna Wi-Fi

=

Texywue napameTpol
|P-anpec:| 1921683222
255.256.255.0
Wmos: 13216331

M 5C:CF.7F.05:08:38

Macka:

TCP-cepeep

YCTaHoENEH MOgYNk: /| CocToRHHE
CofcTEEHHAA ToYka gocTyna Wi-Fi
=
=

THM WP POESHMHA:

Texyuue napamerpo

IP-agpec| 192.168.4.1

Macka: |255.2586.285.0

Wmos:  [192.168.4.1

AT 5E.CF.7F.09:08:38

TabirayTt
CoenuHeHuA
I

PucyHok 3.1. CocTosiHne moaynsa « WIFI»

B npaBou yactu okHa Hag kHonkou «[lepesanyck mogyns» LUBETOM OTobpaxaeTcs CcocTodA-

Hue camoro moaynsa (Tabnvua 3.2).

Tabnuua 3.2. CoctosaHunsa mogynsa « WIFI»

LUBet

OnucaHue

Cepbin

Pexunm TpaCCUPOBKN HEaKTUBEH

KpacHblivi

Mepes3anyck moayns

Nanm

0OTOBHOCTb MOAYNA

YepHbIn

HeonpeueneHHoe COCTOAHUE
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B none «BHewHsis Touka goctyna Wi-Fi» uBeTom oTobpakaeTcsi npouecc NOAKMIYEHUs K
BHewHen 6ecnposogHomn cetn (Tabnuua 3.3). B none «Tekywme napameTpbl» oTobpaxatotcs IP-
agpec, macka nogcetu, w3 n MAC-agpec, nonyyeHHole mogyrnem «WIFI» B aton 6ecnpoBog-
HOWM ceTwn.

Tabnuua 3.3. CoctosaHme BHeLWwHen Toukm goctyna Wi-Fi

LBet OnucaHue
Cepbliit Pexxvm TpaccnpoBKM HeaKTUBEH
KpemoBbi | OTKIO4YEHO
Kenteln | MNogknoyeHne K ToOYKe JOoCTyna
Jlanm lNogknoYeHo K ToOYKe JocTyna
dykensa PasbegnHeHo
KpacHbin | Owmnbka nogknioveHns
UepHbin | HeonpeaeneHHoe coCToAAHME

B none «CobcTBeHHast Touka goctyna Wi-Fi» uBeTom oTobpakaeTcs npouecc co3gaHust
cobcTBeHHon 6ecnpoBogHon cetn (Tabnuua 3.4). B none «Tekywune napameTpbl» oToOpaxatoTcs
IP-agpec, macka nogcetn, wno3 n MAC-agpec, nonydeHHole mogynem «WIFl» B aton 6ecnpo-
BOOHOW ceTu.

Tabnuua 3.4. CoctosaHmne cobcTBeHHOM Toukm goctyna Wi-Fi

UBet OnucaHue
Cepblii Pexxum TpaccnpoBKM HeaKTUBEH
KpemoBbinn | OTKIHOYEHO
Kentbn | Co3gaHune ToukM gocTyna
Jlanm CospaHa To4ka goctyna
.I UepHbit | HeonpeneneHHoe COCTOAHNE

B none «TCP-cepBep»—«CoeauHeEHUsI» LIBETOM OTOGpaXalTCs COCTOSHUS KaKaoro noj-

KnoYeHus K cyetymky (Tabnuua 3.5).

Tabnuua 3.5. CocToaHNA coeguHEHUI

LBseT OnucaHue
Cepbii Pexnm TpaccnpoBKN HEaKTUBEH
benbin CoefgumHeHne He ucnonb3yeTcs
KpemoBbit | CoeanHeHme 3aKkpbiTO
XKentbin | OxuoaHue coegnHeHns
Jlanm CoeanHeHne ycTaHOBNEHO
KpacHbin | CoegnHeHune 3akpbiBaeTcs
AkBamapwuH | Npuem 3anpoca
dykena lNepenayva otBeTa
YepHbIn HeonpeaeneHHoe cocTosHne

Mpwv nomoLm kHomkK «Mepesanyck Moayns» MOXHO B NtoGoe BpeMs NpuHyanUTENbHO c6po-

CUTb N NepevHnynanmnanposaTtb Mogynb «WIFI».
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NMPUNOXEHUE A. TEPMUHONOIUA CETEN TCP/IP

KomnbloTepHasi ceTb — cCUCTEMa CBSI3W KOMMbIOTEPOB W APYrMX BbIYUCIUTENBHBIX
YCTPOWCTB.

JlokanbHasa BblYMCNUTENBHAS CeTb — KOMMNblOTEPHAA CETb, MOKpbiBakOLWlad OTHOCUTEJ1bHO
HeGOJ'IbLIJyI'O TEPPUTOPUIO NN He6OJ'IbLLIyI'O rpynny 30aHUN.

moGanbHas BblMUCIIUTENBHAsA CETb — KOMMbIOTEPHAS CeTb, OXBaTbiBaloLWasi 6onbluve Tep-
pUTOPUK 1 BKItoYatoLLas 6osbLLIOe YACNO KOMMbIOTEPOB.

NHTepHeT — BceMupHasi COBOKYMHOCTb COEAMHEHHbIX MEXAy COBOoN ceTen ANns XpaHeHUs u
nepefayv AaHHbIX.

Wi-Fi — 6ecnpoBoaHasi TEXHOMNOTNA COEAMHEHUSI BbIYUCIIUTENbHBIX YCTPOWUCTB B KOMIMbIO-
TEPHYIO CETb.

MoaceTb — KOMMbIOTEPHAsA CETb MEHbLLEro pasmepa, co3aaHHas nytem pasbuerus Gonee
KPYMHOW CeTU Ha paBHbIe YacTu.

Y3en cetn — yCTPOMCTBO, COEQUHEHHOE C APYrMMM YCTPONCTBAMM Kak YacTb KOMMbOTEpP-
HOM ceTn (KoMNblTEP, CMapTAOH, MapLpyTM3aTop 1 T.4.).

KnneHT — annapaTtHbln MnNn NPorpamMMHbIi KOMMNOHEHT BbIYUCAUTENBHOW CUCTEMbI, MOCbI-
naoLLnn 3anpockl cepsepy.

CepBep — BblMUCIUTENBHOE YCTPOMUCTBO UMM Nporpamma, BbINosHsoLLLee onepauun no 3a-
npocy KnueHTa.

TCP/IP — wunpoko mcnonb3dyembin B IHTepHETE 1M ApYrMX KPynHbIX CeTsx Habop npoToKo-
noB., CTaHOapToOB N NPOrpamMm.

MakeT — eanHuUa gaHHbIX, NnepegaBaemas Yyepes cetb TCP/IP nnu rmobanbHyto ceTb.

MaplipyTtusaTop — yCTpOMCTBO, obecneunsatollee 06MeH AaHHbIMU MeXay PasnuyHbIMM
KOMMbIOTEPHBLIMY CETSAMM.

IPv4 — yeTBepTas Bepcus UHTepHeT npoTokona (IP), ncnoneaytowasa 32-paspsgHble (YeTbl-
pexbanTHble) agpeca.

IP-agpec — yHuKkanbHbI 32-pa3pagHeii agpec y3na B cetn TCP/IP.

AvHamnyeckuin IP-agpec — BpeMeHHbI ceTeBOW agpec y3ra B KOMMbIOTEPHON CEeTH.
Cratundeckum IP-agpec — NOCTOSIHHBIV CETEBOW afpec y3na B KOMMNbIOTEPHOW CETU.

Macka nogcetu — 32-pa3psgHoe 4ucro, onpeaensiollee, Kakas Yactb IP-agpeca yana ce-

T OTHOCUTCA K afpecy CeTun, a Kakad — K agpecy camMoro y3rna B 3TON ceTu.
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YacTHbin IP-agpec — BHYTPEHHUI (NTOKanbHbIN) CETEBOW adpec y3na B KOMMbIOTEPHON ce-
TW, HE UcCnonb3yembin B ceTn VIHTepHeT. JlokanbHbIM CeTSM BbiAerneHbl cnefyowne aManasoHsl
YacTHbIX aApecos:
e 10.0.0.0 —10.255.255.255;
e 172.16.0.0 —172.31.255.255;
e 192.168.0.0 —192.168.255.255.

MAC-agpec — yHMKanbHbIN WeCcTMBanTHbIN husmdeckmin agpec (MaeHTMdnKaTop) ceTeBom
KapTbl YCTPOMCTBA B KOMMbIOTEPHOMN CETH.

LLnto3 — annapaTHbIi MapLUpyTM3aTop UnK nporpaMmmHoe obecneyeHne Ansi ConpsikeHns
KOMMbIOTEPHbIX CETEN.

|_|0pT - 16-pa3p;|,u,Hoe YUCIO, YKa3bliBarollee, KakoOMy NpUroXeHuw npeagHadHa4aeTca na-
KeT OaHHbIX.

DHCP — ceTeBOW NPOTOKOS, MNO3BOMSAIOLLMA BbIMUCIIUTESbHBIM YCTPOMCTBaAM aBToOMaTu4e-
cku nony4atb IP-agpec n gpyrve napameTpsbl, Heobxoanmble anga paboTsl B cetn TCP/IP.
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MPUNOXEHUE B. NTPUMEPbI HACTPOMKN MAPLLUPYTU3ATOPOB A1 NEPEHA-
NMPABJIEHUA NMOPTA

D-Link

Building Networks for People

Cucrema v Asblk v

Ha4ano

MexceTeBou akpaH / BupTyankbHble cepeepbi

Cratyc

#7 Hacrpoiika BHpTYanbHOro cepsepa

LLabnoH: {

AononHuTensHo Custon B
Wms: icc-301

MeXceTeBoil 3KpaH WHTepdeiic: WAN E]
MpoToxkon: TCP

» IP-bunbTPbL b » . E]
BHewHwi1 nopT (HadanbHbil): ] 10001

- BupTyanbhbie cepeepbl BHeWHM NopT (KOHEYHbIN): {10001

> DMZ BHyTpeHHWI1 NopT (Ha4anbHbIn): ] 10001

. MAC-binsTD BHyTpeHHWiA NopT (KoHeuHbIN): ! % —
BHyTpeHHwi IP: 1192.168.3.222

USB-moaem
B WiMAX
W3meHuTb

» KoHTponb

» Cucrema

PucyHok B.1. Mpumep HacTponkn mappyTtudaTtopa D-LINK

@
T p - I—I N K BecnposogHoi MaplupyTraatop ¢ mogemom ADSL2+

BricTpeid Hactpofika Ynpaenenwe 3JKcnnyatauua

, - Coctonune Cnpaeka
PaCIIJHPEHHbIe craptT WHTepdelca AoCTynom YCTpoRCTEA p
HACTPONKH
BupTyansHbIl CepEED
BupTyaneHbill cEpeep AnR © YY4ETHAR 2anuce Ha ogut P
Mugekc npasuna : |1 ¥
Mpunoxenne © | CC-301 - v
Mpotoken : | TCP ¥
HoMep HavaneHoro nopTa @ | 10001
Howmep koHewHore nopTa @ | 10001
NokaneHslil P-agpec : |192. 168, 3. 222
CNUCoK BMPTYanbHBIX
CEPEEPOE
Mpaeuno MNpunoxeHne Mpotokon HauansrH e Koneursit TNokanbHeld P ec
pa P P nopt nopT AP
1 CC-301 TCP 10001 10001 192.168.3. 222
2 - - 0 0 0.0.0.0
3 - - 0 0 0.0.0.0
4 - - 0 0 0.0.0.0
5 - - 0 0 0.0.0.0
g - - 0 0 0.0.0.0
T - - 0 0 0.0.0.0
] - - 0 0 0.0.0.0
9 - - 0 0 0.0.0.0
10 - - 0 0 0.0.0.0
11 - - 0 0 0.0.0.0
12 - - 0 0 0.0.0.0

_ | CoXpaHHTh || ¥aanuTe || Hazag || OTMena

PucyHok B.2. MNpumep HacTponkn mapwpyTtusatopa TP-LINK
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ZyXEL

r MoHuTOp OocTyn Kk goMalwHei ceT u3 UHTepHeTa

YT06bl PASPELINTD NONb30BATENAM MHTEPHETE NOAKIIOUATLCA K OMAEILHER CETW, BKITHOUMTE (YHKLMID
«[lepeHanpaeneH1e NopTos». 3aTeM BbibepUTe CETEBO0A CEPBMC, KOTOPLIA Bbl XOTWTE OTKPbITh ANA AOCTYME, U
yKammTe IP-agpec KOMMbIOTEPA C HUM.

alHAA CeTh

OpraHuzaumna cetm [VINepenanpaenenne nopToe

IP-TeneenpeHue MpUMeHnTE

OTKpHITHI cEpEep

Cepeepk! NMpaBuna nepeHarnpasB/ieHUA NOPTOB

MopTbl MOXHO yKazaTb AvanazoHoM: «1010-1015». Takxe MOMHO BKAKUWTL NepeHanpasneHWe C 04HOro
nopTa Ha Apyroii: «B0:8080» (NepBbIM UACNOM YKa3bIBAETCA BHELWHWIA NOPT, 3 BTOPLIM - MOPT Ballero
cepeepa).

Buixoa Cepauc: [foyroi [=]
MopTsi: 10001

MpoTokon: (TCF
[ WnpokoBewaTeNbHBIA
IP-agpec cepeepa: |192.168.3.222 E
OnucaHve: |CC-3D‘1

JocTyn us MHTepHeTa: |F'aSpELLIEH BCEM E
MopTm MpoToxkon IP cepge Hocryn Onucanne
7] 10001 TCP 192.166.3.222 Bcem CC-30

[an] [Vaanm ses]

PucyHok B.3. Npumep HacTporkn mapLupyTtudatopa Zyxel
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AnsA 3AMETOK

17



AnsA 3AMETOK
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AnsA 3AMETOK
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HIN 000 «IpaH-Cucrema-C»

Pecnybnuka Benapycb
220141, r. MuHck, yn. ®@. CKkopuHbl, 54a.

Ten./dakc:
MpuemHas: (017) 265-82-03.
OTtpen cbbiTa: (017) 265-81-87, 265-81-89.

OTtgen cepBuca: (017) 265-82-09.
OTtaen mapkeTtuHra: (017) 265-82-08.

E-mail: info@strumen.com
http://www.strumen.com, http://www.strumen.by

n peaActTaBuTeribCTBa:

r. Bpecr, Ten. (0162) 42-71-06
r. Burebeck, Ten. (0212) 24-08-43
r.fomenb, Ten. (0232) 48-92-03
r.FpoaHo, Ten. (0152) 79-26-70
r. Morunes, Ten. (0222) 28-50-47
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